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Sr. No. |ISO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Information security policy and topic-specific policies should be
. Y policy pic-sp P To achieve company objective of providing
defined, approved by management, . . )
. A customers leadership coaching using B3
. . . X published, communicated to and acknowledged by relevant . . . . ) .
1 5.1 Policies for information security N X POO0OL1 - Information Security Policy.pdf Yes methodology with information security,
personnel and relevant interested parties, N . I
X ) L confidentiaity and availability of the
and reviewed at planned intervals and if significant changes . . .
information resources at all times.
occur
Identifying responsibility and establishing
accountability in implementing the IS policies
Information security roles and Information security roles and responsibilities should be defined N . N N ¥ P N g P
2 5.2 s . L ISMS Governance Team-Skill Matrix Yes is best achieved by laying down roles and
responsibilities and allocated according to the organization needs. o X o
responsibilities for ISMS in the organization
hierarchy.
Effective management of internal controls
- . - S requires that no single person is in charge of
Conflicting duties and conflicting areas of responsibility should
3 5.3 Segregation of duties 8 g P ¥ PR0O12-Segregation of Duties (SoD) Procedure.pdf Yes internal control of IT processes and for
be segregated. . .
improved effectiveness of the controls
segregation of duty is essential.
Management should require all personnel to apply information Accountability will be established from the
. ‘g R q_ P . K PRl . . Adeption_Roles_and_InfoSec_Responsibilities - All ¥
4 5.4 Management responsibilities security in accordance with the established information security Emplovees.xlsx 2026 xlsx Yes employees when formal contracts are
policy, topic-specific policies and procedures of the organization. ployees. i executed
Appropriate contacts with the relevant
. . The organization should establish and maintain contact with PP p . . .
5 5.5 Contact with authorities " Emergency Contact Number Yes authorities are handy in case of security
relevant authorities. - - .
incidents and faciity related issues.
Company would like to address its
The organization should establish and maintain contact with ) P .y wou _I X ! .
. . o - X . . international business issues more effectively
6 5.6 Contact with special interest groups|special interest groups or other specialist security forums and Contact list of Special Interest Group Yes o N
. L when it is part of support group of companies,
professional associations. L
trade or association
Threat intelligence is essential for proactively
identifying, assessing, and mitigating evolving
Information relating to information security threats should be cyber threats, enabling organizations to
7 5.7 Threat intelligence s .y X POO039 - Threat Intelligence Policy.pdf Yes 4 X 8 ore A
collected and analysed to produce threat intelligence. enhance security, manage risks, ensure
compliance, and minimize financial and
reputational damage.
Timely execution of the development projects
Information security in project Information security should be integrated into project in Adeption application with optimum
8 5.8 ¥ In proj 4 g proj POO036 - System Planning and Acceptance Policy.pdf Yes resources and security of data, privacy and its
management management. R .
software is prime important for the project
management.
Information assets are effectively managed
when inventory and the status is known which

PO003 - Asset Management Policy.pdf rovides valuable information for adequacy of

Inventory of information and other [An inventory of information and other associated assets, R 8 s v-p P . e quacy
9 5.9 . . . o PO023 - Information Security Risk Management Framework Yes the processing facilities.
associated assets including owners, should be developed and maintained. K .

Policy.pdf Ownership of the assets would enable the
management to fix accountability for its
upkeep,maintenance. damage or loss
Unrestricted and unacceptable usage need to

Acceptable use of information and Rules for the acceptable use and procedures for handling be communicated to all tphe stakehilders in
10 5.10 P . information and other associated assets should be identified, P0OO019 - Acceptable Use Policy.pdf Yes ) )
other associated assets . order to ensure right attitude and manner of
documented and implemented. . . .
protecting the informationasset
Personnel and other interested parties as appropriate should
o, p . R pprop X PO003 - Asset Management Policy.pdf To achieve the objective of the exit policy for
return all the organization’s assets in their possession upon 5 . . "
11 5.11 Return of assets PO016 - Human Resources Security Policy.pdf Yes the employees appropriate controls like return

change or termination of their employment, contract or
agreement.

PR020-Offboarding Procedure.pdf

of assets and clearance of dues is necessary



https://drive.google.com/file/d/1RHzOtgkVszI968dAqITT4iAOYEicpm37/view?usp=drive_link
https://adeption-isms.azurewebsites.net/assets
https://drive.google.com/file/d/1SDEwLAYM5IvNduRB3OZJjrcIafcc4F4X/view?usp=drive_link

Sr. No. |ISO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Company has to deal with huge amount of
Information should be classified according to the information ::o;r:?za:tlic;nnﬂ:hzlzg I::n:af;t ?L:tt:cetion can
12 5.12 Classification of information security needs of the organization based on confidentiality, PO027 - Information Classification and Handling Policy.pdf Yes & ! pprop R P o
integrity, availability and relevant interested party requirements be offered only when the information is
enty, ¥ party req : classified such as confidential, internal, public
etc.
Company has to deal with huge amount of
An appropriate set of procedures for information labelling should information flowing in and out of the
13 5.13 Labelling of information be developed and implemented in accordance with the POO027 - Information Classification and Handling Policy.pdf Yes organization, the appropriate protection can
information classification scheme adopted by the organization. be offered only when the information
classified is appropriately labelled.
Information transfer rules, procedures, or agreements should be [PO007 - Communication and Network Security Policy.pdf Commitments to customers requie secured
14 5.14 Information transfer in place for all types of transfer facilities within the organization [PO033 - Email Security Policy.pdf PO019 - Acceptable Use Yes transmission of information through all types
and between the organization and other parties. Policy.pdf of co munication facilities
PO002 - Access Control Policy.pdf
Rules to control physical and logical access to information and ~ [PO028 - Identity Management Policy.pdf Company’s policy of providing access on need
15 5.15 Access control other associated assets should be established and implemented [PO043 - Password Policy.pdf Yes to do basis is best achieved through access
based on business and information security requirements. https://adeption-isms.azurewebsites.net/access- control policy
management/subscription-matrix
Identity management is crucial for ensuring
secure access control, preventing
P0O028 - Identity M t Policy.pdf thorized , reducing insider threats,
16 5.16 Identity management The full life cycle of identities should be managed. entity anagem?n olicy-p Yes unalu ,Or,lze accefs recucing inst er reats
POO002 - Access Control Policy.pdf maintaining compliance, and managing user
identities efficiently throughout their lifecycle
from creation to deactivation.
Allocation and management of authentication informa?ion PO002 - Access Control Policy.pdf Application level admin a?cess and super ster
o . should be controlled by a management process, including . . access when controlled with procedure will
17 5.17 Authentication information . A ) L P0O028 - Identity Management Policy.pdf Yes o )
advising personnel on the appropriate handling of authentication R ensure availability of secret credentials to the
) il P0O043 - Password Policy.pdf
information. top management
Access rights to information and other associated assets should Access should be provided only on need to do
18 518 Access rights be provisioned, reviewed, modified and removed in accordance |PO002 - Access Control Policy.pdf Yes basis and should be periodically reviewed.
: g with the organization’s topic-specific policy on and rules for PO028 - Identity Management Policy.pdf RBAC principle should be followed while
access control providing access.
POO010 - Vendor Security Policy.pdf
Processes and procedures should be defined and implemented . urity For y_p .
. L . ; . . . ) P0OO020 - Third-Party Access Policy.pdf Vendor management and security
Information security in supplier to manage the information security risks associated with the use . . . . . .
19 5.19 . . o, . Access Control Matrix for vendor List- Vendor List Agreement for |Yes considerations provide smooth and easy
relationships of supplier’s products or services. R -
2026 Audit monitoring of vendor SLA performance.
Vendor NDA
L . X Relevant information security requirements should be Vendor management and security
Addressing information security . . . . . . X .
20 5.20 within supplier agreements established and agreed with each supplier based on the type of |PO010 - Vendor Security Policy.pdf Yes considerations provide smooth and easy
PP g supplier relationship monitoring of vendor SLA performance.
m "
Managing information security in Processes and procedures should be defined and implemented c::;;);:;:(::fer::v?;:::ﬁzzct:r::d eas
21 5.21 8ing N ¥ to manage the information security risks associated with the ICT |PO010 - Vendor Security Policy.pdf Yes . P 4
the ICT supply chain ) . monitoring of vendor SLA performance and
products and services supply chain. . N
prevent disruptions
. . The organization should regularly monitor, review, evaluate and Monitoring and review of supplier services
Monitoring, review and change . Lo . . . . . . .
22 5.22 N > manage change in supplier information security practices and PO010 - Vendor Security Policy.pdf Yes help to improve customer services and
management of supplier services ) R R
service delivery. security.
Establishing processes for cloud service usage
. ) Processes for acquisition, use, management and exit from cloud is essential to ensure data security,
Information security for use of . . . . . . . .
23 5.23 services should be established in accordance with the PO022 - Cloud Security Policy.pdf Yes compliance, risk management, and seamless

cloud services

organization’s information security requirements.

transitions while preventing unauthorized
access and data breaches.



https://drive.google.com/file/d/1vl23-70HZoAJgB5_wjlslNrjJr_TyRem/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1qysLFoPcHkmz3VyvIFsZDVwyiJy8_3rn/view?usp=drive_link
https://drive.google.com/file/d/1tbQ_dlJMfwCjVkJnL1Ye1Ock5S4A1jXa/view?usp=drive_link
https://drive.google.com/file/d/1tbQ_dlJMfwCjVkJnL1Ye1Ock5S4A1jXa/view?usp=drive_link
https://drive.google.com/file/d/1FdaqyIBWoIIbzVBsNZjwZ9ggQaYUqHoI/view?usp=drive_link
https://drive.google.com/file/d/1FdaqyIBWoIIbzVBsNZjwZ9ggQaYUqHoI/view?usp=drive_link
https://drive.google.com/file/d/1FdaqyIBWoIIbzVBsNZjwZ9ggQaYUqHoI/view?usp=drive_link
https://drive.google.com/file/d/1aO6Q0hIsKAbShdKIu-h2T6xkOPiTuhsR/view?usp=drive_link
https://drive.google.com/file/d/1K5ssb4DQpLeZuzRgFnZb8UIZO0_dOvj-/view?usp=drive_link
https://docs.google.com/spreadsheets/d/1YK1l-Rwg2n4qf06-gxUazknFCQWTHnG9s2Z32455c78/edit?gid=0
https://docs.google.com/spreadsheets/d/1YK1l-Rwg2n4qf06-gxUazknFCQWTHnG9s2Z32455c78/edit?gid=0

Sr. No. |1SO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Planning and preparing for information
) L The organization should plan and prepare for managing K g. X p p. e ) .
Information security incident . . N A o security incidents is crucial to ensure a swift,
i’ information security incidents by defining, establishing and ) . K .
24 5.24 management planning and L R . POO013 - Incident Management Policy.pdf Yes coordinated response that minimizes damage,
X communicating information security incident management ) - i
preparation . reduces downtime, maintains compliance, and
processes, roles and responsibilities. X .
enhances overall cybersecurity resilience.
- The organization should assess information security events and Incident Management Procedure when
Assessment and decision on L . R . . . . . . . .
25 5.25 X X . decide if they are to be categorized as information security P0OO013 - Incident Management Policy.pdf Yes implemented will prevent incident growing
information security events . . -
incidents. into crisis.
. . . . L . Incident Management Procedure when
Response to information security  [Information security incidents should be responded to in . . . . - .
26 5.26 . X POO013 - Incident Management Policy.pdf Yes implemented will prevent incident growing
incidents accordance with the documented procedures. . -
into crisis.
) ) ) .. |Knowledge gained from information security incidents should be Incident management procedure providing
Learning from information security . . . . . . . Lo
27 5.27 incidents used to strengthen and improve the information security POO013 - Incident Management Policy.pdf Yes learning from security incidentswould help to
controls. recurrence of the similar incidents.
The organization should establish and implement procedures for Incident Management Procedure when
28 5.28 Collection of evidence the identification, collection, acquisition and preservation of P0OO013 - Incident Management Policy.pdf Yes implemented will prevent incident growing
evidence related to information security events. into crisis.
Maintaining information security during
Information security durin, The organization should plan how to maintain information disruptions is essential to protect sensitive
29 5.29 . . v g ‘g . P . . . POO014 - Business Continuity and Disaster Recovery Policy.pdf Yes data, ensure business continuity, prevent
disruption security at an appropriate level during disruption. N
cyber threats, and comply with regulatory
requirements even in crisis situations.
) ) ICT readiness should be planned, implemented, maintained and Testing of DR and BCP will provide
ICT readiness for business . L I L . - . . - .
30 5.30 continuit tested based on business continuity objectives and ICT continuity |PO014 - Business Continuity and Disaster Recovery Policy.pdf Yes preparedness and resilience in the event of
¥ requirements. disruption of the business.
Legal, statutory, regulatory and contractual requirements
Legal, statutory, regulatory and relevant to information security and the organization’s approach . . . : )
31 5.31 & v . g ¥ . ¥ X EA . pp P0O026 - Compliance, Legal and Privacy Policy.pdf Yes Legal compliance requirement
contractual requirements to meet these requirements should be identified, documented
and kept up to date
The organization should implement appropriate procedures to Legal compliance would be ensured when the
32 5.32 Intellectual property rights g. P . perop P POO037 - Intellectual Property (IP) Policy.pdf Yes procedure for IP management is implemented
protect intellectual property rights. L
and records maintained
Protection and retention of the data in all its
. Records should be protected from loss, destruction, falsification, . . . .
33 5.33 Protection of records . . P0OO030 - Document Control and Record Retention Policy.pdf Yes forms is necessary from legal compliance and
unauthorized access and unauthorized release. . X .
forensic point of view.
The organization should identify and meet the requirements
. . regarding the preservation of privacy and protection of PlI . . . . . .
34 5.34 Privacy and protection of PlI g " 8 P N P v N P POO018 - Data Privacy and Protection Policy.pdf Yes legal requirement and Business Requirement
according to applicable laws and regulations and contractual
requirements.
The organization’s approach to managing information securit
Independent review of information |and itsgim Iementat?opn includin; eogleg rocesses and ! Independent review of information security is
35 5.35 p p . g'p ple, p POO038 - Internal Audit Policy and Procedure.pdf Yes a tool for providing improvements in the
security technologies should be reviewed independently at planned o
X L control activities.
intervals, or when significant changes occur.
. . T . . . Review of the policies would help to keep the
X 3 . Compliance with the organization’s information security policy, .
Compliance with policies, rules and . . . . . . updated security framework and would adapt
36 5.36 . . R topic-specific policies, rules and standards should be regularly POO0O1 - Information Security Policy.pdf Yes X 3 N )
standards for information security reviewed to changes in the risk profile of the business of
) the company
Documented procedures would provide
Operating procedures for information processing facilities should recise directiin to the emplo eZs and
37 5.37 Documented operating procedures |be documented and made available to personnel who need POO006 - Operations Security Policy.pdf Yes P ploy!

them

management a clear direction to implement
and monitor the information security



https://drive.google.com/file/d/1F914VtZGwoC-n8tecuvbyeno3lY1qHLa/view?usp=drive_link
https://drive.google.com/file/d/1Omdb74yh4Bzs_YtgDQIrv4bkKZgPrC-T/view?usp=drive_link
https://drive.google.com/file/d/1Omdb74yh4Bzs_YtgDQIrv4bkKZgPrC-T/view?usp=drive_link
https://drive.google.com/file/d/1Omdb74yh4Bzs_YtgDQIrv4bkKZgPrC-T/view?usp=drive_link
https://drive.google.com/file/d/1ANFgM39_VSg7_7nuKAeWKxnO6k8STZyd/view?usp=drive_link
https://drive.google.com/file/d/1OtPLTDK7QtCarl6OaWAT-aLFIK6er3wY/view?usp=drive_link

Sr. No. |ISO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Background verification checks on all candidates to become )
R . L L One of the ways of ensuring that the
personnel should be carried out prior to joining the organization .
R ) L . N > employees are onboarded with acceptable
. and on an ongoing basis taking into consideration applicable ) X ) | )
38 6.1 Screening N ) R ) POO016 - Human Resources Security Policy.pdf Yes level of experience, integrity and background
laws, regulations and ethics and be proportional to the business . .
8 e | . is to have an independent back ground
requirements, the classification of the information to be K
X X screening of the new employees.
accessed and the perceived risks.
- The employment contractual agreements should state the Accountability will be established from the
Terms and conditions of , o, o ) X
39 6.2 emplovment personnel’s and the organization’s responsibilities for POO016 - Human Resources Security Policy.pdf Yes employees when formal contracts are
ploy information security executed
Personnel of the organization and relevant interested parties
. X should receive appropriate information security awareness, Awareness of Information security enables the
Information security awareness, X - o - . Lo -
40 6.3 education and trainin education and training and regular updates of the organization's |PO035 - Training and Awareness Policy.pdf Yes company management to achieve its objective
8 information security policy, topic-specific policies and with higher level of maturity
procedures, as relevant for their job function.
A disciplinary process should be formalized and communicated . . .
to take actions against personnel and other relevant interested To enforce information security
41 6.4 Disciplinary process A & p. . . . N POO025 - Disciplinary Action Policy.pdf Yes implementation a disciplinary actions is
parties who have committed an information security policy . X
. imperative.
violation.
Information security responsibilities and duties that remain valid
Responsibilities after termination  |after termination or change of employment should be defined, . . .
42 6.5 P . & ploy! PO016 - Human Resources Security Policy.pdf Yes Contractual and Legal requirements
or change of employment enforced and communicated to relevant personnel and other
interested parties.
Confidentiality or non-disclosure agreements reflecting the
Confidentiality or non-disclosure  |organization’s needs for the protection of information should be
43 6.6 4 X 8 _I% ! P ! A ! X ! u PO024 - Data Confidentiality Policy.pdf Yes Contractual and Legal requirements
agreements identified, documented, regularly reviewed and signed by
personnel and other relevant interested parties.
Security measures should be implemented when personnel are Remote access to company's cloud resources
44 6.7 Remote working working remotely to protect information accessed, processed or |PO017 - Mobile Device and Remote Working Policy.pdf Yes and networks has necessitated that the
stored outside the organization’s premises. remote working be strictly controlled.
. X The organization should provide a mechanism for personnel to Incident Management Procedure when
Information security event R . . . . . . . .
45 6.8 reportin report observed or suspected information security events POO013 - Incident Management Policy.pdf Yes implemented will prevent incident growing
P g through appropriate channels in a timely manner. into crisis.
Physical access control like guard and
surveillance provide prevention of
. . . Security perimeters should be defined and used to protect areas . X . . . P P . o
46 7.1 Physical security perimeters . . . POOOS - Physical and Environmental Security Policy.pdf Yes unauthorised persons entering the facility
that contain information and other associated assets. . L . .
containing sensitive information or processing
facility
Physical access control like guard and
Secure areas should be protected by appropriate entry controls surveillance provide prevention of
a7 7.2 Physical entry and access boints P ¥ approp v POO0O05 - Physical and Environmental Security Policy.pdf Yes unauthorised persons entering the facility
P : containing sensitive information or processing
facility
Physical access control like guard and
surveillance provide prevention of
Securing offices, rooms and Physical security for offices, rooms and facilities should be ) X . . R X -
48 7.3 e s y{ . Y POOOS5 - Physical and Environmental Security Policy.pdf Yes unauthorised persons entering the facility
facilities designed and implemented. . o A .
containing sensitive information or processing
facility
Physical access control like guard and
surveillance provide prevention of
Premises should be continuously monitored for unauthorized
49 7.4 Physical security monitoring hysical access v POOOS5 - Physical and Environmental Security Policy.pdf Yes unauthorised persons entering the facility
phy containing sensitive information or processing
facility
. . . Protection against physical and environmental threats, such as Customer SLA requires for uninterrupted
Protecting against physical and . . . R X . . . . . . .
50 7.5 natural disasters and other intentional or unintentional physical |POO0OS5 - Physical and Environmental Security Policy.pdf Yes support service drives the DR and BCP

environmental threats

threats to infrastructure should be designed and implemented.

implementation.



https://drive.google.com/file/d/1K3p55iQV3wnM1fLt_VBqazdTVnQgX6Xz/view?usp=drive_link
https://drive.google.com/file/d/1ZVc29zRKXReE9likGNzvdjZppY9iACOV/view?usp=drive_link
https://drive.google.com/file/d/1e7EbVyQDSYEhVxsT-99ZPSql-J9FzYm0/view?usp=drive_link
https://drive.google.com/file/d/1e7EbVyQDSYEhVxsT-99ZPSql-J9FzYm0/view?usp=drive_link
https://drive.google.com/file/d/1K3p55iQV3wnM1fLt_VBqazdTVnQgX6Xz/view?usp=drive_link
https://drive.google.com/file/d/1K3p55iQV3wnM1fLt_VBqazdTVnQgX6Xz/view?usp=drive_link
https://drive.google.com/file/d/1aUa0VO5m5Uq-NTaGmUrkOyqfQ9bOPWkR/view?usp=drive_link
https://drive.google.com/file/d/1aUa0VO5m5Uq-NTaGmUrkOyqfQ9bOPWkR/view?usp=drive_link
https://drive.google.com/file/d/1aUa0VO5m5Uq-NTaGmUrkOyqfQ9bOPWkR/view?usp=drive_link
https://drive.google.com/file/d/164JJLeT8is38a3ZrqpBKq2A--angpvoE/view?usp=drive_link
https://drive.google.com/file/d/1CuxsIwiRAQd0ij-icNCKxSePwGpuGQJV/view?usp=drive_link
https://drive.google.com/file/d/1OtPLTDK7QtCarl6OaWAT-aLFIK6er3wY/view?usp=drive_link

Sr. No. |ISO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Security measures for working in secure areas should be Secured facilities provides protection to the
51 7.6 Working in secure areas ) ¥ . 8 POO0O05 - Physical and Environmental Security Policy.pdf Yes P p
designed and implemented people, processes and equipments
Will help ensure that all sensitive/confidential
materials are removed from workspaces and
Clear desk rules for papers and removable storage media and locked away when the items are nc?t in use of
52 7.7 Clear desk and clear screen clear screen rules for information processing facilities should be |PO040 - Clean Desk Policy.pdf Yes v X )
) ) an employee leaves their workstation.
defined and appropriately enforced. ) . i )
The policy will help reduce the risk of security
breaches within the workplace.
Customer SLA requires for uninterrupted
53 7.8 Equipment siting and protection Equipment should be sited securely and protected. POOOS5 - Physical and Environmental Security Policy.pdf Yes support service drives the DR and BCP
implementation.
No equipment of the compny is placed off the
54 7.9 Security of assets off-premises Off-site assets should be protected POO017 - Mobile Device and Remote Working Policy.pdf Yes q P A P 'y P R
premises requiring information security
Storage media should be managed through their life cycle of Appopriate procedure for handling of
acquisition, use, transportation and disposal in accordance with N information according to its nature and
55 7.10 Storage media q RS p. . P . PO003 - Asset Management Policy.pdf Yes e ¥ L .
the organization’s classification scheme and handling classification is prime factor in information
requirements. handling
Information processing facilities should be protected from power Customer SLA requires for uninterrupted
56 7.11 Supporting utilities failures and other disruptions caused by failures in supporting POO0O05 - Physical and Environmental Security Policy.pdf Yes support service drives the DR and BCP
utilities. implementation.
Cables carrying power, data or supporting information services ) X . . Exclusive data cables would protect the
57 7.12 Cabling security Ving p . p;? .g POO0O05 - Physical and Environmental Security Policy.pdf Yes N R , p .
should be protected from interception, interference or damage. intrusion of company's data transmission
Equipment should be maintained correctly to ensure availabilit: Preventive maintenance ensures continued
58 7.13 Equipment maintenance X q p_ X - X . Y Y POO006 - Operations Security Policy.pdf Yes availability and operations and will comply the
integrity and confidentiality of information. SLA
X Items of equipment containing storage media should be verified . X )
Secure disposal or re-use of ™ R ) To make sure no proprietory or confidential
59 7.14 R to ensure that any sensitive data and licensed software has been |PO003 - Asset Management Policy.pdf Yes . X
equipment X X R data falls into unauthorised persons.
removed or securely overwritten prior to disposal or re-use.
Protecting user endpoint devices is essential to
Information stored on, processed by or accessible via user prevent data breaches, mitigate security risks,
60 8.1 User endpoint devices R R P v POO017 - Mobile Device and Remote Working Policy.pdf Yes ensure compliance, and safeguard sensitive
endpoint devices should be protected . . N
information from unauthorized access or
cyber threats.
- X The allocation and use of privileged access rights should be . Privilege users are high risk if not managed as
61 8.2 Privileged access rights ) P g e POO002 - Access Control Policy.pdf Yes 8 ) . s 8
restricted and managed. per the security policy.
Access to information and other associated assets should be Commitment to customers SLA is achieved
62 8.3 Information access restriction restricted in accordance with the established topic-specific policy |[PO002 - Access Control Policy.pdf Yes ) )
when access control is established
on access control.
Read and write access to source code, development tools and To prevent other than project team
63 8.4 Access to source code X . - P POO011 - Secure Development and Coding Policy.pdf Yes development members to tamper with the
software libraries should be appropriately managed. -
source code and other utilities
Secure authentication technologies and procedures should be To prevent to damage and application from
64 8.5 Secure authentication implemented based on information access restrictions and the  |PO043 - Password Policy.pdf Yes unauthorised access secured logon procedure
topic-specific policy on access control. is adopted
To prevent unforeseen instance of capacity of
5 The use of resources should be monitored and adjusted in line . ) . P - p v
65 8.6 Capacity management ) X . POO006 - Operations Security Policy.pdf Yes the servers being inadequate for continued
with current and expected capacity requirements. .
operations.
Protection against malware should be implemented and To prevent disruption due to malware and
66 8.7 Protection against malware s . P POO006 - Operations Security Policy.pdf Yes P P
supported by appropriate user awareness damage to the data
Information about technical vulnerabilities of information . . .
Management of technical systems in use should be obtained, the organization’s exposure Pro-active technical vulnerabilities would
67 8.8 s Y ! § P PO032 - Technical Vulnerability Management Policy.pdf Yes enable the process owners to strengthen

vulnerabilities

to such vulnerabilities should be evaluated and appropriate
measures should be taken.

security against cyber attacks



https://drive.google.com/file/d/1e7EbVyQDSYEhVxsT-99ZPSql-J9FzYm0/view?usp=drive_link
https://drive.google.com/file/d/1e7EbVyQDSYEhVxsT-99ZPSql-J9FzYm0/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1UUDkUGiwd1HPcrHLXAqKSsJEqStvXtPH/view?usp=drive_link
https://drive.google.com/file/d/1qysLFoPcHkmz3VyvIFsZDVwyiJy8_3rn/view?usp=drive_link
https://drive.google.com/file/d/1QJ6o-GZWkZ8PB9HnTBK0JF6AUT3OpMw7/view?usp=drive_link
https://drive.google.com/file/d/1QJ6o-GZWkZ8PB9HnTBK0JF6AUT3OpMw7/view?usp=drive_link
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Sr. No. |1SO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Effective configuration management is
essential to ensure system integrity, reduce
Configurations, including security configurations, of hardware, vulnerabilities reveynt misconfgi u‘:ations
68 8.9 Configuration management software, services and networks should be established, POO006 - Operations Security Policy.pdf Yes ,.p L 8 o
) R ) enhance security, and maintain compliance by
documented, implemented, monitored and reviewed. K o .
continuously monitoring and managing
hardware, software, and network settings.
Proper information deletion is crucial to
Information stored in information systems, devices or in an prevent unauthorized access, reduce security
69 8.10 Information deletion N 4 ! y_ PO003 - Asset Management Policy.pdf Yes risks, ensure compliance with data protection
other storage media should be deleted when no longer required. . .
regulations, and minimize unnecessary data
retention.
Data masking should be used in accordance with the Data masking is not required due to the low
organization’s topic-specific policy on access control and other sensitivity of stored PII, but may be applied in
70 8.11 Data masking g X p_ . P L policy . R . PO044 - Data Masking Policy.docx.pdf Yes . v R v X .t
related topic-specific policies, and business requirements, taking specific scenarios such as test environments,
applicable legislation into consideration. logging, or analytics datasets.
Data leakage prevention is crucial to safeguard
Data leakage prevention measures should be applied to systems, sensitive information, prevent unauthorized
71 8.12 Data leakage prevention networks and any other devices that process, store or transmit  |PO029 - Data Leakage Prevention (DLP) Policy.pdf Yes disclosures, mitigate insider threats, ensure
sensitive information. regulatory compliance, and protect an
organization’s reputation and assets.
Backup copies of information, software and systems should be to ensure that the data for the projects,
72 8.13 Information backup maintained and regularly tested in accordance with the agreed |POO008 - Backup and Recovery Policy.pdf Yes customers and authorities is available and
topic-specific policy on backup. recoverable in case of security incident.
X . . . s X ) Business continuity planning is essential for
Redundancy of information Information processing facilities should be implemented with X o X X ) A
73 8.14 ) L L o ) POO014 - Business Continuity and Disaster Recovery Policy.pdf Yes uninterrupted operations and early
processing facilities redundancy sufficient to meet availability requirements .
resumption
Logs that record activities, exceptions, faults and other relevant ) - . Logs monitoring would help detect an
74 8.15 Logging & P POO009 - Logging and Monitoring Policy.pdf Yes & g . P . v
events should be produced, stored, protected and analysed. unknown and unauthorised transactio
Networks, systems and applications should be monitored for Monitoring and retaining logs would provide
75 8.16 Monitoring activities anomalous behaviour and appropriate actions taken to evaluate |PO009 - Logging and Monitoring Policy.pdf Yes traceabilitg 6108 P
potential information security incidents. Y
The clocks of information processing systems used by the Facilitates investigation and forensic when
76 8.17 Clock synchronization L P ) B 5y . v POO034 - Clock Synchronization Policy.pdf Yes clocks across the system servers are
organization should be synchronized to approved time sources. 3
synchronized
The use of utility programs that can be capable of overriding By nature of the business of the company
77 8.18 Use of privileged utility programs  [system and application controls should be restricted and tightly [PO006 - Operations Security Policy.pdf Yes certain application support function need to
controlled. be overriden
At the request of the customer in case any
Installation of software on Procedures and measures should be implemented to securel . . . tool or software to be integrated with exsitin,
78 8.19 . . . p v POO006 - Operations Security Policy.pdf Yes 3 8 ) e
operational systems manage software installation on operational systems. business system.we carryout the task with due
approval.
In house security mechanisms provide
Networks and network devices should be secured, managed and
79 8.20 Networks security A L ) g POO007 - Communication and Network Security Policy.pdf Yes continuous monitoring and detect
controlled to protect information in systems and applications. X .
unauthorised network traffic
Security mechanisms, service levels and service requirements of In house security mechanisms provide
80 8.21 Security of network services network services should be identified, implemented and PO007 - Communication and Network Security Policy.pdf Yes continuous monitoring and detect
monitored. unauthorised network traffic
Groups of information services, users and information systems To strengthen data protection and prevent
81 8.22 Segregation of networks p X o, 4 POO007 - Communication and Network Security Policy.pdf Yes g p . p
should be segregated in the organization’s networks. unauthoirsed access to critical servers
Web filtering is essential to prevent access to
Access to external websites should be managed to reduce malicious websites, reduce cybersecurity risks,
82 8.23 Web filtering g PO007 - Communication and Network Security Policy.pdf Yes 4 Y

exposure to malicious content.

protect sensitive data, and ensure compliance
with security policies.
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Sr. No. |ISO 27001-2022 Controls Control Description Document Reference Applicability [Justification
Rules for the effective use of cryptography, including Customer demands that the transmission from
83 8.24 Use of cryptography cryptographic key management, should be defined and POO004 - Cryptographic Systems Policy.pdf Yes app server to their systems to be confidential
implemented. hence encryption is required
Rules for the secure development of software and systems Secured development standards embed
84 8.25 Secure development life cycle R P . ¥ POO011 - Secure Development and Coding Policy.pdf Yes X P X
should be established and applied. security features in source codes.
Defining application security requirements is
tial t t vul bilities, tect
L ) X Information security requirements should be identified, specified i . esseh.la O prevent vuinera ,I ties, protec
85 8.26 Application security requirements R L - POO11 - Secure Development and Coding Policy.pdf Yes sensitive data, ensure compliance, and
and approved when developing or acquiring applications. - K R
maintain the integrity of software throughout
its development and acquisition.
Applying secure system architecture and
. Principles for engineering secure systems should be established, engineering principles is crucial to build
Secure system architecture and A " A A ) " i - Lo
86 8.27 engineering principles documented, maintained and applied to any information system |PO011 - Secure Development and Coding Policy.pdf Yes resilient systems, mitigate security risks,
g E P P development activities. protect sensitive data, and ensure compliance
throughout the system development lifecycle.
Applying secure coding principles is essential
. . . to prevent vulnerabilities, mitigate security
Secure coding principles should be applied to software
87 8.28 Secure coding dev:Io melntg princip Y Pl W POO011 - Secure Development and Coding Policy.pdf Yes risks, protect sensitive data, and ensure the
P : reliability and compliance of software
applications.
Testing of ity functionalit Id
Security testing in development Security testing processes should be defined and implemented in X . E{S .|ng. of security unF lona |'y wou
88 8.29 X POO11 - Secure Development and Coding Policy.pdf Yes minimize the adverse impact in the output of
and acceptance the development life cycle.
the development.
89 230 Outsourced development The organization should direct, monitor and review the activities N/A No Adeption has in-house development team and
related to outsourced system development. does not outsource any system development
90 831 Separation O.f devellopment, test Development, testing and production environments should be PO011 - Secure Development and Coding Policy.pdf Yes Adeption has in-house development team and
and production environments separated and secured. does not outsource any system development
Changes to information processing facilities and information To provide traceability and accountability for
91 8.32 Change management 8 . P g POO012 - Change Management Policy.pdf Yes every change to the company's system and
systems should be subject to change management procedures .
infrastructure
Test information should be appropriately selected, protected . . Secured test data helps to adhere to good
92 8.33 Test information ' ! ! ppropriately P POO011 - Secure Development and Coding Policy.pdf Yes Y . P g
and managed. practices
Protecting information systems during audit
. . . Audit tests and other assurance activities involving assessment of testing is essential to prevent disruptions,
Protection of information systems X . . L . . .
93 8.34 operational systems should be planned and agreed between the |PO038 - Internal Audit Policy and Procedure.pdf Yes maintain data integrity, ensure compliance,

during audit testing

tester and appropriate management.

and mitigate security risks while conducting
assessments.
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